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|. Cac lénh shell ar ban.

1. Céac knh lién quan dén viéc dang nhdp, dang xudt, quin ly tdp tin,
ngwoi ding, mit khdu.

C6 rat nhiéu ly dodé chiing ta tim ku vé co ché dong Enh trong Linux nkx
trong tac ndt cach toc tiép voi hé thdng, quin ly cac ngdn tai nguyén, § I15i trong
khi phat trén prin mém haic trién khai ¢ thong mang... Ubuntu éng nhr cac k&
diéu hanh da trén nhan Linux kh&c cungmmot tap hop vo cungda chng céac énh
tir don gian dén phic tap dap ang nhu @u tir ngudi dung thdng tlrong dén nhirng
chuyén gia & hé théng.

a. Cau tric cay thw muc trong Ubuntu Linux.
Khéng gbng nhr trong Windows, cay th muc trong Ubuntu fit dau tr mot
diém gbc duy nhit goi la thu muc “root”, cac phan vingdia amng dugc gin két vao

maot thu muc nhanh trén cay thmuc nay ndt cach & dong haic tha cong.

Hé théng #p tin trong Linux cdphan biét chir hoa va chir thwong, dodd cin

chu y khidat tén thr muc, gb Enh haic truy dip vao thr muc web trén server Linux.

Chu y: Trong Linux, tat ca mei ngudn tai nguyén,ngoai trir cac tién trinh
déu dwoc xem |a #ip tin. Vi du nhu 6 dia, chét, ban phim... T d6 ta co cac lai tap
tin khac nhau:ap thian van ban, @p tin khbi (dai dién cho cac tht bi luu trir, truy
xuat theo “block”), 8ip tin thrc thi... Phat bdu nay khéng lei trir thu muc, von ding
la mot loai tap tin chra tén vadia cH truy xuit dén cac ép tin bén trong nd. Cacdb

tap tin khac nhaduoc viét tit nher bang ky hiéu sau:

File théng
thwong

Thw muc

Lién két

Thiét bi
nhap ky tw

Socket mang

Thiét bi lru
triv

d

[

S

b

Bién san: ThS Au Bru Long-Khoa CNTT-TeongPH S Pram TP. HCM

Trang 5



YEFAN [QUAN TRI MANG LINUX: TOM T AT LENH LINUX SERVER |

ESTENTIAL USER COMMAND BINARIES

STATIC FILES OF THE BOOT LOADER

DEVICE FILES

NOST-SPECIFIC SYSTEM CONFIGURATION

FROOVEED BIRECTRRNED. OFT, Xif, FRAeL i

USER HOME DIRECTORIER

ESSENTIAL SHARED LIBRARTES
AND KERNEL MODULES

ROOT DIRECTORY | i MOUNT POINT FOR REMOVABLE MEDIA
OF THE ENTIRE &

FILE SYSTEM MOUNT POINT FOR A TEMPORARILF
HIERARCHY — MOUNTED FILESYITEMS

/

FRIMART FITRARCHY 3 fsbin_f SYSTEM BINARIES

ADD-ON APPLICATION SOFTWARE PACKAGES

DATA FOR SERVICES
Isrv/ PROVIDED BY THIS SYSTEM

TEMPORARY FILES

s (MULTI-)USER UTILITIES AND APPLICATIONS
!usrf FICONDARY WiESARCHY ]
L BEEOMEED DIRRITORADL - BN, AMCLMDE L/ LOEAL SN J'Ilktr':

f '\.."ar;" VARIABLE FILES |

frootf HOME DIRECTORY FOR THE ROOT USER |

/proc/

VIRTUAL FILESYSTEM DOCUMENTING NERNEL :
AND PROCESS STATUS AS TEXT FILES

[: Thu muc géc, chira tit ca cac thu muc khac.

/home Thu muc “nha” 12 noi chira tit ca cac thong tin, tai lidu cia timg ngudi
dung, mdi ngudi ding (ngaai trir ngudi ding root-1a ngdi ding c6 quyn quin tri toi

cao)sé c6 mot thu muyc con riéng nam trong thu muc /home nay.

/dev: Chtra cac dudng din thiét bi phan cing nhu cacd dia, phan vung, tht bi
nhap Xut...

letc: Chtra cac file ciu hinh cho hé théng va cac dich vu.

Jetc/init.d: Cac script can thiét cho qua trinh khéi dong hé diéu hanh Linux.

Bién san: ThS Au Bru Long-Khoa CNTT-Taeong PH Su Pram TP. HCM Trang 6
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/usr/bin: Chia cac file thrc thi théng throng.

Jusr/sbin: Chira c4c file thrc thi danh cho din tri hé thong.
/usr/share/doc Cac lai tai liéu khac nhau.

Jusr/share/man Huéng din st dung cho cécdnh.

Jusr/src: Chira ma ngan cho cadrng ding trong i thong (réu co)
Jusr/src/linux: Chra ma ngén cho nhan (kernel)i@ Linux
/bin: Chira céc file thrc thi tredc va khi klyi dong.

Itmp, /var/tmp: Chra cac file 4m.

Jvar: Chia céc file u hinh va é liéu caa cac dch w.

Ivar/log: C4c file log ghi nhn lai cac s kién va bi trén k¢ thong.
/lib: Thu vién lién két dong (thr vién chia 8).

/proc: Chira cac théng tin va cac vung bhé phuc wu cho cac éin trinhdang
thuc thi.

b. Cac IEnh quan ly tap tin va thue muc.
- Tao thu muc:

mkdir _, Ténthumuccintao

Xoa thr muc:
rmdir _, Ténthumuccanxéa

Di chuyén, d6i tén thr muc haic file:

mv_,Nguon_,Dich

Sao chép file hay thmuc:
cp._ Nguén _ Pich

- Tao file text:

Bién san: ThS Au Bru Long-Khoa CNTT-TeongPH S Pram TP. HCM Trang 7
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cat > Ténfilecintao
Saud6 gé rdi dung a@a file vao,an Ctrl+D dé két thic.

- Xem i dung file text:

cat,_, Ténfilecanxem
- Xoa file:

rm _ Ténfilecanxda
- Liét ké danh sach file vadmuc:

Is., Ténthwmuc
Dung wi tham $ —I dé hién thi chi tiét hon: Is,_,—1. ., Ténthwmuc
- Doc x dongdau caa file text:
head_ —n_.x. Ténfilecindoc

- Poc x dong cdi file text:

tail _,—n_.x _ TénfilecAndoc

c. Co ché phan quyen trén tap tin va thuw muc.
Xét trén it ky hé diéu hanh nao thi ¥t phan qugn doc ghi file quyét dinh
tinh an toan trong thao taeu trir. Do d6, quyén han khi thao tac trén file va thmuc

rat duoc Linux cha tong.

C6 3 chi thé trong @ ché phan qugn: User-dungdé cip quyén cho ngoi
dung & hitu file, Group-cdp quyén cho nhém & hiru file, Other-cip quyén cho
nhirng ngroi con hi.

Madi chu thé 8 ¢6 3 qugn han khac nhau 1aRead (r: quyén doc), Write (w:

quyén ghi) vaExecute (x: Quyén thyc thi file).

Quy uéc vé quyén han: Read=4, Write=2, Execute=1. Guyhan tong hyp cho
mot ddi tuong (User, Group hay Othed)roc tinh 1a 6ng aia 3 $ trén. Nhr vay co
thé thay Linux biéu dién quyén han bang mbt con $ nguyén 3 bits.

Bién san: ThS Au Bru Long-Khoa CNTT-TeongPH S Pram TP. HCM Trang 8
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Vi du: 755 ¢6 y nghia la: User: 7=4+2+1(Read, Write, Execute), Group: 5=4+1
(Read+Execute), Other: 5=4+1 (Read+Execute).

Grou
. . Others
User « | Group name
\ \ / Owner :

.-\.". II .'I_.-. ..I_' .'/ L -

Y " ' e
Lrwxrwxrwx 1 root root 7 Novy T 2007 -> rc.df
Lrwxrwxrwx 1 root root 18 Nov 7 2887 | -=> rc.d/rcB.d
Lrwxrwxrwx 1 root root 10 Nov 7 2007 -= rc.dfrecl.d
Lrwxrwxrwx 1 root root 10 Nov 7 20807 » rc.d/rc2.d
Lrwxrwxrwx 1 root root 18 Nov 7T 20887 -» rc.d/rci.d
Lrwxrwxrwx 1 root root 10 Nov 7 2887 -» rc.d/rcd.d
Lrwxrwxrwx 1 root root 10 Nov 7 20887 .= r¢.d/rc5.d
Lrwxrwxrwx 1 root root 10 Nov 7 2087 | -= rc.d/frcG.d
drwxr-xr-x 18 root root 4896 Nov 7 2887 rc.d

- Lénh dung dé thay déi quyén han &p ding cho file hay thu muyc:
chmod_,xyz, . TénFileCﬁaninuyén

Véi x: Quyén cho User, y: Quyén cho Group, z: Quyén cho Other
Vi du: chmod,, 755,_,/home/john/mydata.txt
d. Co ché quan Iy nguoi ding va nhém.

Moi nguoi dung s€ co thé thudc vé mot hay nhicéu nhom, trong d6 c6 mdt nhom

chinh (Initial Group).

Nguoi dung c¢6 quyén han ti cao trong hé thong 13 ngudi dung root, tuong tu
ta c6 nhoém root. Trong cké do dong Enh ta c6 th biét dugc ngroi ding hén tai co
phai 1& root hay khdng ing cach quan satid nhic lénh: Dau nhic la $: ngroi ding

thong thwang; dau nhic 1a #: ngroi ding la root.
Nhom chinh 14 nhém bat budc phai c6 ctia mdi nguoi dung.

Khi mot nguoi dung tao ra mét file thi mic dinh ngudi dung Ay sé sé hiru file

d6, nhom chinh cta ngudi ding s& 1a nhom so hitu file ay.

Bién san: ThS Au Bru Long-Khoa CNTT-TeongDH Sy Pram TP. HCM Trang 9
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M6t nhom cé th chira nhéu ngroi ding khac nhau, nhoduoc dungdé don
gian hoa véc dp quyén. Vi du: Néu mudn cho phép ngpi dung st dung mot tai

nguyén naao, ta ch viéc thém ngoi diing vao nhémutong tng da dugc cip quyén.

Mdi nguoi ding va mi nhém déu c6 ndt sd dinh danh gi la UserlD va

GrouplD.

Lénh tao Group:
groupadd,, TEnNhom

Lénh x6a Group:

groupdel_, TénNhom

Lénh tao User:
useradd,_.[-c._,chd thich] _[-d _ thwmuchome]_,

[-g._.Nhémchinh]_[-G _.nhom[,...]] . TénUser

Lénh x6a User:
userdel_, TénUser
Cha y: Trong linux ta c6 téxem phan heéng din sr dung aia hau hét cac Enh

bang cach ganan_. ténlénh, hayinfo_ ténlénh

e. Co ché luu trir va quan ly mat khau.
Mat khdu caa userdugc leu & dang ma hoa, it dinh mit khau duoc heu trong

file /etc/shadow

Théng tin ¢ tai khain caa cac useduoc leu trong céc file:/etc/passwd,

/etc/shadow
Théng tin \ nhémduoc leu trong céac filefetc/group, /etc/gshadow

- Lénh dungdé thayddi password cho tt user nado:

passwd_, TénUser
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H¢ thong s€ yéu cau nhap password mdéi cho user nay, can c6 quyén root dé

thuc hién thao tac nay.
2. Cdc lgnh xem théng tin va cai dgt géi phan mém cho hé thong.

a. Cac 1énh xem théng tin va quan Iy cac tién trinh (process) dang chay trén
hé théng.
MBJi tién trinh dang chay trong hé théng duogc dinh danh béng mot ProcessID,

tién trinh c6 mgt d uu tién, goi la Process Priority.

Trong ngit canh tién trinh thir nhat goi thyc thi tién trinh tht hai, ta goi tién

trinh thr nhat 1a tién trinh cha, tién trinh thir hai 1a tién trinh con.

Dé xem thong tin vé céc tién trinh dang chay, dung luong bd nhd va tai nguyén

xtr Iy dang cap cho tién trinh ta ¢6 thé dung 1énh top

top — 20:39:02 up 3 days, 20:43, 2 users, load average: 0.00, 0.00, 0.02

Tasks: 94 total, 1 running, 93 =leeping, 0 =topped, 0 zombie
Cpu{=): ©0.2%u=, 0.2%=y, 0.0%ni, 95.4%id, 0.2%wa, 0.0%hi, 0.0%=i, 0.0%=t
Mem: 1033180k total, 997724k used, 35456k free, 78728k buffers
Swap: 979524k total, 2780k used, 977144k free, 825932k cached
5 COMMAND
3783 root 20 0 2416 1124 876 R 0 0.1 0:00.11 top
1 root 20 0 1876 896 &80 5 0 0.1 0:02.29 init
2 root 15 -5 0 0 05 0 0.0 0:00.01 kthreadd
3 root ET -5 4] 4] 05 0 0.0 0:00.04 migration/0
4 root 15 -5 0 0 05 0o 0.0 0:02.16 ksoftirgd/O
S root RT -5 0 0 05 g 0.0 0:00.00 watchdog/0
&6 root ET -5 4] 4] 05 0 0.0 0:00.04 migration/1
7 root 15 -%&5 0 0 05 0 0.0 0:02.07 ksoftirgd/1l
8 root ET -5 4] 4] 05 0 0.0 0:00.00 watchdog/1
9 root ET -5 4] 4] 05 0 0.0 0:00.06 migration/2

Dé xem ca cay cac tién trinh ta dung 1énh pstree
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init—+-apacheZ2-—-10*% [apache?Z2]
| —atd
| -citserver-——citserver———8*[{citserver}]
| —cron
| -dbu=s-daemon
| —dd
|-&6*[getty]
| -klogd
| —mdadm
| -my=sgld safe-+-logger
| C-mysgld-——1&6*[ {mysqgld}]
| -=22hd---szhd---bash---pstree
| -=v=logd
" —udewvd

Dé két thuc mot tién trinh dang thyc thi ta c6 thé dung 1énh kill hozc Killall
kill ,_,Idcﬁaprocessc?mtz‘it
killall _ Ténciiaprocesscantit

Trong vi du vé 1énh top trén, ta c6 thé két thic tién trinh top bang 2 cach: kill
5763hoac killall top

b. Cai dat, g6 bo va cap nhat géi.
Bén canh cong cu trong giao di¢n dd hoa (GNOME, KDE...) dé cai dat phén

mém cho Linux, cic 1énh cai dat bang dong 1énh 13 khong thé thiéu dbi voi nguoi

quan trj hé thong.

M&i ban phéan phdi linux c¢6 hé thdng quan Iy goéi khac nhau. Trong Ubuntu

Serverdé 1a bo cong cu apt-get.

Lénh apt-get dung mot kho luu trir trén mang internet hodc trén dia dé 1ay cac
61 img dung vé va cai dat.
Danh sach dia cH cac kho lwu trit phdn mém duoc dat trong file

letc/apt/sources.list

Bén canh do, bd apt-get con lam cac cong viéc quan ly cai dat trén may cuc bJ.
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- Pé cap nhat danh sach goéi phan mém trén may cuc bd v6i kho luu trir ta

dung Iénh
apt-get_,update

- Dé nang cip tat ca cac gbi phan mém dang chay trén hé thong theo phién

ban mai nhat c6 trén kho luu trit ta dung 1énh:
apt-get_,upgrade
- Dé cai dit mot gbi phan mém nao d6 ta dung 1énh:

apt-get_. install _, téngéicancai

Tén goi can cai phai ton tai trong danh sach goi.
- Dé g bo mot goi phan mém khoi hé thdng ta duung 1énh:
apt-get_, remove,_, téngoicangd

c. Xem théng tin vé phén cirng, ghi nhin cac si kién trén hé théng.

Xem thong tin chi tiét vé phan ctimg ta c6 thé dung 1énh Ispci

root@fit:~# lspci

00:00.0 Host bridge: Intel Corporation E7520 Memory Controller Hub (rev 0Oc)

00:00.1 Class ££f00: Intel Corporation ET7525/E7520 Error Reporting Registers (rev 0Oc)

00:01.0 System peripheral: Intel Corporation E7520 DMA Controller (rev 0Oc)

00:02.0 PCI bridge: Intel Corporation E7525/E7520/ET7320 PCI Express Port A (rev 0Oc)

00:04.0 PCI bridge: Intel Corporation E7525/E7520 PCI Express Port B (rev Oc)

00:05.0 PCI bridge: Intel Corporation E7520 PCI Express Port Bl (rev Oc)

00:06.0 PCI bridge: Intel Corporation ET7520 PCI Express Port C (rev 0Oc)

00:1d.0 USB Controller: Intel Corporation 82801EB/ER (ICHS/ICHSR) USB UHCI Controller #1 (rev
02)

00:1d.1 USE Controller: Intel Corporation 82801EB/ER (ICHS/ICHSR) USE UHCI Controller #2 (rev
02)

00:1d.2 USE Controller: Intel Corporation 82801EB/ER (ICHS/ICHSR) USB UHCI Controller #3 (revw
02)

00:1d.7 USB Controller: Intel Corporation 82801EB/ER (ICHS/ICHSR) USB2 EHCI Controller (rev 02

Xem thdng tin @ cac thét bi két ndi thdng qua éng usbisusb
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root@fitc:~# lsusb

Bu=s 004 Device 001: ID 1deb:0002 Linux Foundation 2.0 root hub
Bu=s 003 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub
Bus 002 Device 001: ID 1deb:0001 Linux Foundation 1.1 root hub
Bu=s 001 Device 001: ID 1deb:0001 Linux Foundation 1.1 root hub

Lénh Ishw ding dé xem thong tin chi tiét vé cac thiét bi, ngat, cac tuyén bus

ctia hé thong.

Cac file log trong hé thong duoc luu trir trong /var/log, trong d6 c6 cac file
chinh 1a syslog ghi nhén lai cac su kién cta hé thong, dmesg cac thong tin vé qua
trinh khoi dong cua hé thong. Ngoai ra conat nhiéu file log tng Wi cac dch wi dang

chay nhe apache, mysql...

Ta c6 thé dung lénh tail dé xem phan cudi cua file log, vi du: dé xem 15 dong

cudi trong file syslog: tail _,—n, .15, /var/log/syslog

d. Xem thong tin vé dung lwgng 0 dia, dung lwong thu muc,...

Xem thong tin vé dung luong cac phan ving dang duoc sir dung: df,_,—h

root@fit:~% df -h

Filesystem S5ize TUsed Awvail Use% Mounted on
JSdev/=dag 5.1 f40M 4.2G 14% /

tmpfs S05M 0 505M 0% flib/finit/rw
[varrun S05M 64K 505M 1% /wvar/run
varlock S05M 0 505M 0% fvar/lock
udew S05M 2.THM  S02M 1% fdev

tmpfs 505M 0 E0S5M 0% /dev/shm
fdev/sdal 183M 18M 156M 11% /boot
Sdev/=adaT 9.2 2.8 5.9G 33% Svar
JSdev,/md0 140G 176 124G 12% /home
Sdev/=zdas lac 11 7.3 53% /home/nthai=zon

- Xem thong tin vé tong dung luong cua tirng thr muc con trongmadt thu

muc nao do:

du_,—sh_, Bu’(‘)’ngd?m
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root@fit:~%¥ du -sh Shome/*®
8.0K JShomefaquota. group
12K JShome fagquota.user
1.&6M JShome /datht

158M JShome,/dangtm

803M Shome fdungtt

107THM JShome/haits

4.7G Jfhome/hienlth
438M Shome fhoangth

e. Co ché pipeline trong Itc thyc thi lénh.

Co ciu pipeline trong linux dap ung cho nhu ciu 1y két qua cia mot 1énh dé
truyén vao lénh khac, vi trong thrc & nguoi quan tri vién c6 tié phai thuc hién nhidu
thao tac ptic tap lién quandén nhéu yéu du nhr: théng ké caalot tin cong & bén
ngoai, qun ly tai nguyéntu trir trén ndt luong ldn ngroi dung, sandc cac nguyén
nhan gaydi... cac cong vic naydoi hoi phai két hop nhiu lénh hi véi nhau va cac
lénh c6 ti 13y két qua IAn nhaudé thuc thi.

CAu trac téng quat:
Lénh 1| Lénh_2 ...

Khi stt dung nhu trén, Lénh 2 s¢& léy tham s6 dau vao 1a két qua cua I¢énh 1,

tong quat ta s& ¢ 1énh sau liy tham sé dau vao tir két qua cua 1énh trude.
Vi du: Is /etc/init.d | tail —=n 5

Lénh Is /etc/init.dsé tra vé két qua 1a danh sach cac file hay thu muyc c6 trong
letc/init.d tuy nhién két qua nay khong hién ra man hinh, ma duoc “din” vao cho 1énh

tail dé hién ra 5 dong cudi. Két qua cuia 1énh nhu sau:
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hostname . sh

umountnf=. sh
umountroot
urandom
wpa—ifupdown
%11 -common
root@Lfit:~% I

root@fit:~# 1s fetc/init.d/f

mtab.sh

root@fit:~# l= fetc/init.d/ | tail -n &

screen—-cleanup

apache? hwelockfirstc.sh my3gl sendsigs
apparmor hwelock. sh mysqgl-ndb single

atd kevboard-setup mysgl-ndb-mgm skeleton
bootlogd killprocs networking ssh

bootmisc. sh klogd pppd-dns stop-bootlogd
checkfs.sh loopback procps stop-bootlogd-=single
checkroot.sh mdadm quota sysklogd
citadel module-init-tools quotarpc udev
console-screen.kbd.sh mountall-bootclean.sh rc udev-finish
console-setup mountall.sh rc.local ufw

cron mountdevsubfs. sh reS umountts

dbus mountkernfs.sh RELDME umountnfs. sh
dns-clean mountnfs-bootclean.sh reboot umountroot
glibc.sh mountnfs. sh rmnologin urandom

halt mountoverflowtmp raync wpa—1ifupdown

®x11-common

ll. Cau hinh céc thiét dit ban diu cho card mang va hé thong

mang trén client.

1. Xem théng tin cdu hinh hién tai ciia card mang.
Tuong tu nhr trong Windows, Ubuntu Linuxiing c6 caclénh dé xem va cdu

hinh cho cic card mang trong hé thong.
- Lénh xem thong tin cta cac card mang dang hoat dong:
ifconfig _, [téncardmang]

Tén cua cac card mang dugce ty dong dat theo quy udc cua Linux vai card

mang Ethernet: ethO, ethl...

Céc thong tin hién ra bao gdm: IP, braadcast, netmask, MAC, dung lugng goi,

dung luong nhan...

Lénh ifconfig khdng c6 thamésss xuat ra thdng tin du hinh éu tit ca cac

card nang.
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root@fit:~% ifconfig ethl
=thl Link encap:Ethernet HWaddr 00:04:23:d4:17:48
inet addr:192.168.100.232 Beast:192.168.100.255 Mask:255.255.255.0
ineté addr: f£e80::204:23ff:fed4:1748/64 Scope:Link
UP BEROADCAST RUNNING MULTICAST MIUT:1500 Metric:1
EX packets:871661l7 errors:0 dropped:0 overruns:0 frame:0
TX packetr=:14101417 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 txqueuselen:100
E¥ bytes:B93810753 (893.8 MB) TX bytes=s:220965223% (2.2 GEB)

2. Céu hinh IP tinh va dpng cho card mang.

Cic théng tin cdu hinh cho card mang duoc Iluu trong file

/etc/network/interfaces

Céu hinh IP dong dua trén giao thitc DHCP, ta thém vao file cAu hinh trén cac

dong sau (gia sir dang cdu hinh cho card mangethl):

auto ethl

iface ethl inet dhcp

Dong dau tién ding dé ty dong bat card mang ethl khi khoi dong Linux hodc
khi c6 tin hiéu. Dong thir 2 dé cho hé thdng biét ding dia chi dong véi giao thirc
DHCP.

CAu hinh IP tinh: Xét vi du dé ciu hinh tinh cho card mang ethO vdi cac thong
tin: IP 192.168.1.2, subnetmask 255.255.255.0, dia chi defaultgateway 192.168.1.1 ta

thém vao file /etc/network/interface nhiing dong sau

auto eth0

iface ethO inet static
address 192.168.1.2
netmask 255.255.255.0
gateway 192.168.1.1
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Chii y: sau khi ciu hinh thong qua céc file cdu hinh, dé ap dung thiét dat méi ta

chay 1énh /etc/init.d/networking restart dé khoi dong lai dich vu mang theo cdu hinh

moi.

3. Céu hinh dinh tuyén (routing).

Cac tuy chon vé routing gitip cho mang hoat dong 6n dinh hon, linux cung cap
1énh dé thao tac trén bang dinh tuyén (routing table)Thao tac dinh tuyén dic biét hiru
dung khi may c6 nhiéu card mang ndi voi nhiéu mang khic nhau. Céc thao tac bao
gom: xem théng tindinh tuyén, thém mét defaultgateway, thém mot dong dinh tuyén

moi, x6a mot dong dinh tuyén...

DPé xem thong tin ta dung lénh route, 1énh nay sé hién thi thong tin vé bang

dinh tuyén, dong c6 destination 13 default chinh 12 dong mé ta vé default gateway.

root@fit:~% route
Fernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.100.0 * 255.255.255.0 o 0 0 0 ethl
default 1%2.168.100.1 0.0.0.0 oG 100 0 0 ethl

- Pé thém mot default gateway ta diing 1énh route voi ¢t phép:
route _,add,_.default_,gw,  diachilPgateway
Vi du dé thém mét default gateway c6 dia chi 192.168.100.2 vao bang dinh
tuyén ta chay 1énh route,_ add, default_ gw,  192.168.100.2sau khi thém ta cé

thé goi1 Iénh route dé kiém tra.

root@fit:~# route add default gw 192.168.100.2
root@fit:~# route
Eernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
1592.168.100.0 * 255.255.255.0 o 0 0 0 ethl
default 1%92.168.100.2 0.0.0.0 uG 0 0 0 ethl
default 182.168.100.1 0.0.0.0 e 100 0 0 ethl

- Pé x6a mot default gateway ta dung 1énh:
route . del_.default_ gw, . diachilPgatewaycinxéa

Thém mot mAu tin dinh tuyén: Xét 2 vi du sau
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route,_,add, ,192.168.1.8,gw, ,192.168.10.1

route, ,add, ,—net_,192.168.100.0
_.hetmask_,255.255.255.0,gw, ,192.168.10.1

Lénh thr nhat dungdé thém ndt duong dinh tuyén dén host co6 IP 192.168.1.8
thdng qua gateway la 192.168.10.1

Lénh thr hai dungdé thém ndt duong dinh tuyén d&én mang co ip
192.168.100.0/24 thdng qua gateway la 192.168.10.1

X6a mdt mau tindinh tuyén: Twong tx nhir [énh route add nimg thay tié bang

route del

Cha y: Khidinh tuyén chodudng di dén mang ta @n chi dinh netmask. C6 ¢
thém tdy cln dev dé chi ra tén card mng naoduogc dung cho ru tin dinh tuyén

duogc thém.

4. Giam sat va qun ly bang thong nung.

Linux cung @p rat nhiéu céng @, gitp cho véc quin Iy mang dat hiéu ning
cao. Cac conguecnay duoc thiét ké dé giao tép voi nhan linux va giam sat/can &pi
vao qua trinh & ly gdi tin.

Mot sb cong @ gidm séat va qin ly bing théng mang: iftop, bwm-ng, bwm,

wondershaper

Coéng ai iftop: dung giam séatimg théng mng theo ing két ndi trén ot card
mang nkit dinh. Cach dung:
iftop _,—i._. TénCardMang
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T74.125.153.1

f2.c8.5d45. 3t

ti-in-fl104.google.com

5

9 9.

2 2.
Ruin-f33.google. com =» 192.168.10.4 6.65Eb 2.27Eb 2.27FDb
<= 8.20Fb 2.73Fb 2.T73FDb
X!, 241 .17%-static.rev => 19%92.168.10.4 12.1Fb 4.16Fb 4.16FDb
<= 320b 829b 820b
8.10.11 => 192.1658.10.1 4.14Fb 4.38Fb 4.38FDb
= 208b 347b 347b
-in-fl18.google.com => 192.168.10.4 2.51EDb 856b 856k
<= 2.44Fk 1.50Fb 1.9%0FDb

Cong cu bwm-ng, bwm: Dung giam sat bang thong goi (Tx) va nhan (RX) trén
tat ca cac card mang, don vi hién thi 1a Kilobyte/s. Cach dung:

Goi [énhbwm-ng

bwm-ng v0.6 [(probing every 0.500s), press '"h' for help
input: /fproc/net/dev type: rate
S iface Fx Tx Total
lo: 0.00 EB/s=s 0.00 EB/Ss=s 0.00 EB/Ss
ethi: 0.00 EB/= 0.00 EB/S= 0.00 EB/S=
ethl: 57.83 EB/= 440.26 EB/S= 4G98.19 EB/=
eth 439.94 EE/s ST.80 EB/= 497.74 KE/s
total 4497 .87 EBS = 4498.06 EBS= G995.93 EB/S=

Céng a1 wondershaper: 1a cong cu dung dé giéi han bing thong trén mot
card mang nao do, cach sur dung:
wondershaper_, téncardmang . tocdédown _, técdoup
Téc dd down va up tinh bang Kilobit/giay
Chu y: khi vira cai dat hé théng, mac dinh mét sb g061 cong cu trén chua dugc

cai. Pé cai ta dung Iénh apt-get_. install _ tén_géi.
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5. Cdu hinh DNS trén client.

Viéc ciu hinh DNS trén may clienton gian chi 1a viéc chi ra IP ¢ia DNS

server @n dung khi truy ¥n.
Tap tin chra théng tin DNS trén client lgtc/resolv.conf

Pé thém ndt DNS server vao danh sach ta théndtndong cé dng

nameserver_, IPDNSservervao file trén.
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